Enabling TLS 1.2 for Sales Tax Office
The following Pre-requisites must be installed:

1. SQL Native Client
2. Microsoft® OLE DB Driver 18 for SQL Server®

Pre Installation steps in case of migrating from STO 3.x to STO 4.x (TLS 1.2 only):

1. During STO installation when prompted for sql connection, select below highlighted provider
from the list.

EF| Data Link Properties x

Provider Connection Advanced Al

Select the data you wart to connect to:

OLE DB Provider(s)

Microsoft OLE DB Driver for SGL Server

Microsoft OLE DB Provider for Anahysis Services 12.0
Microsoft OLE DB Provider for Anahysis Services 14.0
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SGL Server

Microsoft OLE DB Simple Provider

MSDataShape

QLE DB Provider for Microsoft Directory Services
QLE DE Provider for SQL Server Integration Services
S0L Server Native Client 11.0

S0L Server Mative Client RDA 11.0

Mext =

Cancel Help

2. Then in the Connection tab, make sure “Allow saving password” checkbox is checked.




ER| Data Link Properties

Provider Connection  Advanced Al

1. Select or enter a server name:
ltest v Refresh

2. Enter information to log on to the server:
() Uze Windows NT Integrated security:

Server SPM:
(®) lse a specific user name and password:

|ser name: |test |

F'assward;||-||||-||| |

[ ] Blank password [+] Mllow saving password
3. (@) Select the database: | v |

{_) Attach a database file as a database name:

I1zing the filename;

Change Password Test Connection

QK Cancel Help

Post Installation steps:

1. Add https binding in 1IS for default website :

Select Default website->click on bindings->Add->select https, SSL certificate ->OK
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2. Take a backup of web.config file then do changes in web.config of STOAPIWebServices
application as highlighted in below image:

<binding name="STOServiceSecure" closeTimeout="00:10:00" openTimeout="00:10:00" receiveTimeout="00:30:00" sendTimeout="00:10:00" allowCookies="false" bypassProxy|
<readerQuotas maxDepth="2000000" maxStringContentLength="2000000" maxArrayLength="2000000" maxBytesPerRead=' TableCharCount=' />
<security mode="Transport">
<l--<transport clientCredentialType="None" proxyCredentialType="None" realm="" />
<message clientCredentialType="UserName" algorithmSuite="Default" />-->
</security>
</binding>
<binding name="UtilityServi closeTimeout="00:10:00" openTimeout="00:10:00" receiveTimeout="00:30:00" sendTimeout="00:10:00" allowCookies="false" bypassP|
<readerQuotas maxDepth="2000000" maxStringContentLength="2000000" maxArrayLength="2000000" maxBytesPerRead="2000000" maxNameTableCharCount="2000000" />
<security mode="Transport">
<!-—<transport clientCredentialType="None" proxyCredentialType="None" realm="" />
<message clientCredentialType="UserName" algorithmSuite="Default" />-->
</security>
</binding>
</basicHttpBinding>
</bindings>
<behaviors>
<endpointBehaviors>
<behavior name="LargeEndpointBehavior">
<dataContractSerializer maxItemsInObjectGraph="2147483647" />

</behavior>
</endpointBehaviors>
</benaviors>
<client>
<endpoint address="" binding="basi inding” bindingConfiguration="STOServi contract="CalculationService.ISTOServiceContract” name="STOService" />
<endpoint address="http://ValueWillbeReplacedatRunTime/STO4UtilityService/Service3.5.sve" binding="basi inding" bindingConfiguration="UtilityServiceSecure" cq
<endpoint address="https://ValueWillbeRepl ime/. icev2/SumC ice.asmx" binding="basi inding” bindingConfiguration="SUMService" contrac
</client>

:/system.serviceModel>
:system.webServer>
<handlers>|

svamara nama=NRviansianlasslinrlHandlan_Tntammatad_4 a0 /~

3. Take a backup of web.config file then do changes in web.config of STOWebServices application
as highlighted in below image:



</service>

<!-- Service 3.5 Endpoint -->

<service behaviorConfiguration="DefaultBehavior" name="CCH.STO.Services.STOService">
<endpoint address="" bindi 'basicHttpBinding" bindingConfiguration="LargeHttpBinding" name="STOService" contract="CCH.STO.Services.ServiceContracts.ISTOService
<endpoint addr mex" bindin inding" nam mex" contract="IMetadataExchange" />

</service>

<1-- Utility Service Endpoint —->

<service behaviorConfiguration="DefaultBehavior" name="CCH.STO.Services.Service">
<!--Http Endpoint-->

<endpoint address="" binding="basicHttpBinding" bindingConfiguration="LargeHttpBinding" name="STOService" contract="CCH.STO.Services.ServiceContracts.IServiceCon
<endpoint addr mex" bindin inding" name="mex" contract="IMetadataExchange" />
</service>

<!--Service 4.0 Endpoint-->
<service behaviorConfiguratior

DefaultBehavior" name="CCH.STO.Services.v4.STOService">

<endpoint address="" bindin 'basicHttpBinding" bindingConfiguration="LargeHttpBindingSecure" name="STOService" contract="CCH.STO.Services.ServiceContracts.v4.IS
<endpoint addr mex" bindin inding" name="mex" contract="IMetadataExchange" />
</service4

<!1--Utility Service Endpoint-
<service behaviorConfiguration
<!--Http Endpoint-->
<endpoint address: binding="basicHttpBinding" bindingConfiguratiom:
<endpoint address="mex" bindin inding" name="mex" contrac
</service>
</services>
<behaviors>
<serviceBehaviors>
<behavior name="DefaultBehavior">
<serviceMetad h nabled="true" />
<serviceDebug includeExceptionDetailInFaults="true" />
</behavior>
<behavior name="LargeThrottleBehavior">
<serviceMetadata httpGetEnabled="true" />
<serviceDebug includeExceptionDetailInFaults="true" />
<serviceThrottling maxConcurrentCalls="100" maxConcurrentInstances="100" />
</behavior>
</serviceRehaviaray

DefaultBehavior" name="CCH.STO.Services.v4.Service">

"LargeHttpBindingSecure" name="STOService" contract="CCH.STO.Services.ServiceContracts.v4.IS
IMetadataExchange" />

4. Take a backup of web.config file then do changes in web.config of STOWebUI application as
highlighted in below image:

<gectionGroup name="elmah">
<gection name="szecurity" regquirePermiszsion="false" type="Elmah.SecuritySectionHandler, Elmah" />
pe="Elmah.ErrorLogSectionHandler, Elmah" />
<section name="errorFilter" reguirePermission="false" type="Elmah.ErrorFilterSectionHandler, Elmah" />
</sectionGroup>
</configSections>
<appSettings>
<add kev="webpages:Version" value="3.0.0.0" />
<add kev="webpages:Enabled" value="false" />
<add key="ClientValidationEnabled" wvalue="trme" />
<add keyv="UnobtrusiveJavaScriptEnabled" wvalue="true" />
<add kev="ServiceUrl" value="https://serverurl" />
<add key="ClientUrl" wvalue="https://clienturl" />
<add key="ClientDomainName" wvalues="/STO4UI/" />
- keyv="owin:AntomaticAppStartup" value= "|false o .
<add key="DeployedDomain" valus="STOWEB " />

<section name="errorLog" regquirePermission="false"

<!—— The amount of time in minutes the authentication cookie is walid for if the Eeep Me Signed in checkbox i:
<add key="KeepMeSignedInTimeont" walus="10" />

<!--Timeout duration for Web AFI services--»

<!--Timeout is in seconds-—->

<add key="ServiceRequestTimeont" wvalue="&00" />
<add key="aspnet:MaxJ=zonDeserializerMembers" wvalue="150000" />
<add kev="elmah.mveo.disableHandler" wvalue="false" />



