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CCH AXCESS WORKFLOW — MICROSOFT AZURE SSO SETUP
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1. Introduction

This document explains the steps required for configuring XCM as relying party in Microsoft Azure AD FS and
enabling SSO with Microsoft Azure as the authentication provider.

This document doesn’t explain how to install/configure Active Directory or AD FS. Audiences of this document
should have a good understanding about Azure, SSO, Active Directory, SAML and AD FS.

1.1. References

https://en.wikipedia.org/wiki/Active Directory Federation Services

https://en.wikipedia.org/wiki/Security Assertion Markup Language
https://en.wikipedia.org/wiki/SAML 2.0
https://en.wikipedia.org/wiki/Single sign-on

https://azure.microsoft.com/en-us/

2. Points to Consider
The following points should be considered before moving to SSO for XCM:

v/ XCM usernames will need to exactly match the user’s UPN in AD. Those using an email alias in
XCM will need to have their username changed. This can be done individually by your XCM
admin, or a list can be provided to XCM of user login emails and their corresponding UPN. XCM
can then run a script to update those usernames.

v" Once SSO has been enabled on XCM, you will receive a specific ADFS login for your SSO users. It
will work for anyone that has an active, corresponding XCM account. Users will be able to log
into XCM from either the ADFS login URL or the XCM application’s login page.

v" Logging in from the XCM application page can be prevented. To do so, XCM will run a script (at
an agreed to date and time) to scramble the user’s current password. If needed, the original
password can be restored.

v" Passwords should not be scrambled for the following:

e XCM Scheduler users integrating with their Outlook calendar: the XCM

e Internet Calendar does not support SSO

e XCM Mobile users: does not support SSO

e The PM 5.0 Integration Sync account: password is used by Sync account to update the
backend XCM database.

e Your company’s Web Admin accounts: these are also used by authorized XCM employees
to perform setup and debug services.

v' Please note: Internet Explorer has issues bookmarking the SSO URL.



https://en.wikipedia.org/wiki/Active_Directory_Federation_Services
https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language
https://en.wikipedia.org/wiki/SAML_2.0
https://en.wikipedia.org/wiki/Single_sign-on
https://azure.microsoft.com/en-us/
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v" Please note password scrambling can take up to a week to schedule the script run.

3. System High Level Overview

The architecture provides the top-level design view of the system and provides a basis for more detailed
design work.

Azure
Federation

Vad SAML 2.0

Web Browser 1

Client Environment

3.1. Overview

XCM supports SSO with any SAML 2.0 IDP. This document explains how to setup SSO with Microsoft Azure
federation services and active directory services.
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3.2. Azure Settings

This section describes the step-by-step flow for adding XCM as one of the relaying parts in the
Federation services

3.2.1. Login to Azure Portal and select Azure Active Directory from the left navigation menu
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3.2.3. Add XCM application to the Application list, by clicking on the + New application link.
Under the Add your own app, select Non-gallery application. Provide a name to the
application and click Add

3.2.4. After successful creation of the Application, you will be navigated to the application
configuration view

Crverview (recommended)

Assign a usar for testing (required)
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3.2.5. Under the list of options, select Single sign-on. In the Single Sign-on Mode dropdown
Select SAML-based Sign-On

3.2.6. Setidentifier as “sso.xcmsolutions.com”
v Set Reply URL as “https://workflow.cchaxcess.com/xcmv2/sso/AssertionConsumerService”
Select the identifier as “userprincipalname”
Enable advanced certificate signing settings
Select Sign SAML assertion under Signing Option
Select SHA-1/SHA-256 algorithm for signing the assertion
Save the settings
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3.2.7. After updating the settings, open the newly created application
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3.2.8. InProperties, you will see the User access URL. Please copy the value.

Go to the Single sign-on in Azure. You will next need to copy the App Federation Metadata
URL (click copy icon on right side of field) and export your public certificate.

3.2.9.
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3.2.10. Please send the following to your XCM contact:
v' User Access URL : noted in step 3.2.8 above
v App Federation Metadata URL : copy the URL as noted in above screenshot
v' Metadata XML : download the certificate as noted in above screenshot




